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A WORD FROM THE AUTHOR 

If you search any large bookstore for books about the 
Internet, you will find many how-to books on hardware, 
software, and the latest trends and gadgets, but very little 
about how to be a parent of an online child. While several 
books are available about the threats from online 
predators and some titles about parental control software, 
there are few books that address other concerns. 

If you think there is more to being an online parent, 
this is the book for you. I’ve done my best to discuss key 
issues about being the parent of an online child that I do 
not see discussed in other books, issues that every parent 
needs to understand even before their child gets on the 
Internet for the first time. Topics include: 

• How to make sure you control how your children 
use the Internet. 

• Where to find all the free software and online 
resources you and your family will need to protect 
your computer and make it more useful. 

• How to use online resources like search engines to 
help your child find useful information. 

• How to protect your computer and your family 
from viruses and other malicious software. 

No matter how much the technology of the Internet 
may change, or how your child’s interests and needs 
change, this book will show you how to keep on top of it 
all and help your child become confident and capable 
online. 
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CHAPTER 1 

INTRODUCTION 

_______________________________ 
In This Chapter 

• Who Is This Book For? 
• What This Book Can Do for You 
• How to Use This Book 
• Conventions Used in This Book 
• Additional Resources 
_______________________________ 

f you have picked up this book, you probably have a 
child who is on the Internet or will soon be online, and 

questions about how to manage your child’s online 
experience. Even if you have been online yourself for 
years, you know that children approach the Internet 
differently from adults. This book deals with many of the 
issues that will arise, and will give you advice on how to 
set rules for online behavior, how to set up your 
computers, and how give your child the guidance he or 
she needs to be responsible online. 

WHO IS THIS BOOK FOR? 
This book is for anyone who is responsible in some way 
for a child who is on the Internet or about to be on the 
Internet. It is particularly useful for parents who have 
children in the home as well as a computer. The following 

I
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brief sections have examples of the kinds of situations 
where this book will be helpful. 

PARENTS WITH KIDS WHO ARE NOT YET ONLINE 
Children often start using computers at a very young age, 
either at home or at school. For these children, computers 
are not a mystery, but simply things that are part of their 
normal lives. By the time your child is in elementary 
school, she will know about the Internet and will have an 
opportunity to go online or at least see others online. 

PARENTS WHO WANT TO UNDERSTAND THE INTERNET 
Figuring out the Internet can be a challenge, but with a 
little bit of effort you will learn enough to be able to ask 
the right questions and to make good decisions about 
your family’s online activities. If you understand the 
basics of what the Internet is about, you will have the 
tools to be an effective online parent. 

PARENTS WHO WANT MORE CONTROL OF THEIR ONLINE 

CHILD 
No matter how much more your child knows about the 
Internet, your child is still a child and you are still a 
parent. Your rules must be the ones that matter, and you 
have to have enough control over your children’s online 
activities to be able to protect them from online dangers. 

PARENTS WHO WANT TO USE THE INTERNET FOR EDUCATION 
Whether you homeschool your child or send your child to 
a traditional school, you can easily use the Internet to 
supplement your child’s education by taking advantage of 
the resources of major libraries, or perhaps to read the 
local newspaper as well as newspapers from far away. 
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With the guidance and information offered in this book, 
you will be able to provide your children with many more 
tools that will help their formal education. 

PARENTS WHO WANT MORE FROM THE INTERNET 
There are more things to do online than you can imagine. 
The trick is figuring out which things are most important 
to you and finding out how to do those things online. 
There are many resources in this book that can get you 
started, and it also shows you how to go out and find 
what you need on your own. 

WHAT THIS BOOK CAN DO FOR YOU 
This book aims to be a basic guide for parents who want 
to get beyond the first hurdles of having their family and 
especially their children online. To get past those initial 
hurdles, this book will help you do several things: 

• Setting rules: Every parent needs to have rules for 
their children regarding the use of the computer. 
The book has several suggestions for a written 
agreements that could be used with a young child, 
as well as agreements for older children. 

• Understanding basics: Whether you have online 
experience or not, it is important that when your 
child goes online, she understands how to use a 
computer and how to use the basic Internet 
applications like email and search engines. Parents 
need to know enough about the kinds of online 
services children use so they can do a better job of 
making sure their children are acting responsibly 
online. 
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• Finding good software: Not only good software, 
but good free software. One of the great things 
about the Internet is that there are communities of 
computer experts who have created free software 
for home computers. This book not only shows 
you where to find a lot of good, useful software, 
but it also provides resources that will let you find 
other free software that will work best for you. 

• Find good resources: The Internet has all kinds of 
free resources that your family can use right now, 
from help with homework and online dictionaries 
to medical information and science education. The 
book helps you here in two ways: by providing 
dozens of suggested resources as well as detailed 
instructions on how to find what you need online. 

• Keeping your family safe: Identity thieves, online 
bullies, and child predators are just some of the 
hazards your child and your family face online. 
This book offers numerous detailed suggestions 
and guidelines you can use to reduce or eliminate 
most of these problems from your online lives. 

• Avoiding objectionable content: It is no secret that 
the Internet has more than a few places your 
children should not visit. By following the advice 
given throughout this book, you can keep those 
uncomfortable and embarrassing moments to a 
minimum. 

HOW TO USE THIS BOOK 
This book is designed to be used as a resource you can 
come back to again and again as your needs and the needs 
of your child change over time. Different parts of the book 
deal with the different needs you may have as a parent, 
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no matter what kind of relationship you and your child 
have with the Internet. The following examples show how 
a general concern may be covered by different parts of the 
book: 

• Role of the parents: Chapter 2 describes the 
philosophy behind this book, which is that parents 
are in charge and should take the lead in making 
the rules about what their children can do online. 

• Setting up your computer: Whether you already 
have a computer at home or you plan on getting 
one soon, chapter 3 tells you what a basic setup 
looks like and what kind of software and hardware 
extras you may need. Appendix 1 also contains 
descriptions of many kinds of free software you 
can add at any time. 

• Maintaining privacy: Chapter 4 describes how 
easy it is for your family’s privacy to slip away if 
you and your children are not careful online. The 
chapter also has plenty of advice on keeping a low 
online profile and for creating passwords and user 
names to protect your privacy. 

• Staying secure online: Chapter 5 gives you a basic 
review of online safety issues for families, while 
chapter 7 addresses both online bullying and child 
predators. 

• Using email and the Web: This is a big subject, but 
an important one for children learning how to use 
the Internet. Chapters 8 and 9 discuss how to use 
email and also how to avoid unwanted email, 
while chapters 10 and 11 discuss how to find good 
information and resources online while avoiding 
objectionable content. 
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• Rules you should know: Parents need to know 
how to keep themselves and their children out of 
trouble when going online at home, at school, and 
at the library. Chapter 6 explains some of the basic 
legal realities of being online, while chapter 12 
discusses common online rules at schools and 
libraries. 

• Online activities you should know about: Kids 
adapt to change easily, and the enticing new 
features on the Internet are no exception. Before 
your kid dives into a new online activity, you need 
to decide if it is a good idea or one you and your 
child should pass up. Several popular online 
activities are covered in chapter 13, including 
social networking, chat rooms, instant messaging 
(IM), photo sharing, blogging, and podcasting. 

• Managing your child’s activities: Chapter 14 gives 
you an easy-to-follow plan for setting up your 
household to make it easy to keep track of all the 
things your child does online, including all of their 
online accounts, all of their passwords, and all of 
their data. 

• Handy reference material: The back of the book 
includes a glossary of computer and Internet terms 
in plain English, as well as lists of useful free 
software and free online resources. 

CONVENTIONS USED IN THIS BOOK 

COMPUTER EXAMPLES 
This book assumes that you will be using computers that 
run the Windows XP operating system, along with one or 
both of the most popular browsers, Internet Explorer and 
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Firefox. Some of the Internet Explorer examples are 
specific either to version 6 or version 7, and all of the 
Firefox examples are specific to version 2. 

INSTRUCTIONS 
When step-by-step instructions are provided for changing 
settings on a computer application, the title of a window, 
of a group of instructions, or of a specific command will 
be in bold text. A sequence of commands will be in bold 
and separated by a greater-than mathematical symbol (for 
example, Start> All Programs> Accessories> Notepad). 

CAPITALIZATION 
When a company’s specific software programs are 
mentioned, those names will be capitalized. The word 
Internet will always be capitalized, as will the phrase 
World Wide Web or the abbreviation Web. However, 
phrases referring to something other than the entire 
World Wide Web will be in lowercase. These would be 
phrases like web site or web page. The capitalized word 
Windows refers to the operating system software from the 
Microsoft Corporation, but the lowercase word window 
refers to rectangular spaces on a computer display. 

GLOSSARY TERMS 
At their first occurrence, words and phrases related to 
computers or the Internet are usually explained in the 
text. If an important term is not defined in a chapter, you 
will find the definition in the glossary in the back of the 
book. 
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ADDITIONAL RESOURCES 
The free Family Forms Pack is available online at 
http://forms.speedbrake.com. This document contains all 
the forms and family Internet agreements mentioned in 
the book, as well as information bonuses such as extended 
how-to guides along with related audio and video 
instructions. You can also visit the Parenting and the 
Internet podcast page at http://podcast.speedbrake.com 
to hear about new developments that affect families with 
online children. 

Feel free to contact the publisher if you have any 
questions or comments about the book. Any stories you 
have about how the book helped you and your family 
would be particularly welcome. Write to: 

Speedbrake Publishing 
24 Roy St., #302 
Seattle, WA 98109 
feedback@speedbrake.com 
http://feedback.speedbrake.com 
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inappropriate content, 174–75 
searching, 40, 175, 218 
security issues, 79–80 
useful extras, 38 

harassment. See cyberbullying 
home computing. See computer 
homeschooling, 12. See also school 
homework help, 182, 238–239 
hot spot, 57, 262 
identifier broadcasting, 57. 
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See also ESSID; SSID 
identity theft, 42, 44, 46, 220, 262 
IM 

child predators, 109, 112, 192 
child use of, 65, 124 
cyberbullying, 104, 107, 192 
definition, 191, 
find conversations, 218 
issues, 191–92 
parent advice, 112, 192 
privacy, 47, 65, 191 
schools and libraries, 192 
screen name, 64 
software, 191, 214 
See also chat room 

inappropriate behavior 
by child, 165 
by child predator, 109–11 
See also inappropriate content 

inappropriate content 
controlling, 167–75 
cookies, 172–74 
filtering, 169 
history files, 170–72 
how exposure happens, 164 
Internet use agreement, 168, 248 
issues, 175 
online services, 168–69 
portable data storage, 169 
searching hard drive, 174–75 
seeking, 165 
unwanted email, 130, 138 

information requests 
child predators, 109, 112–113 
family privacy rules, 63–64 
personal information, 46 
responding to, 69–72, 78, 81 

Innocent Images Initiative, 115.  
See also FBI 

instant message. See IM 
Internet access. See online access 
Internet role in family life, 21–22 
Internet Explorer 

blocking popups, 55–56 
cookies, 52–53, 54–55, 173–74 
and Firefox, 40 
history files, 171–72 
Outlook Express, 217 
See also browser; Windows XP 

Internet safety and security resources, 

220–22 
Internet use agreement 

cyberbullying, 107 
examples, 247–50 
Family Forms Pack, 247 
role of, 25, 26 
general rules, 168, 251 
privacy, 48–50 
schools, 178–79 
security, 82 
values, 25–26 

iTunes, 34, 40, 203, 204, 216.  
See also media player 

 
key phrase, 147–48, 150–151, 155–56, 

264. See also directory; search 
key site 

characteristics, 154 
finding, 154–61 
See also directory; search 

keyword, 147, 264. See also directory; 
search 

King County Library, 184 
 
laptop computer. See computer 
law enforcement, 108, 113–114, 116.  

See also FBI 
legal issues. See child pornography; 

child predator; copyright; 
defamation; fair use; libel; 
obscene; online alias; piracy; 
pornography; service mark; 
trademark 

librarian 
how to ask questions, 185–86 
role, 183–86, 187, 188 

library 
advice for parents, 188 
card, 182, 188 
filters, 184, 186, 187 
First Amendment, 183 
Internet access, 182, 183–84 
Internet use policies, 183–184, 188 
Library of Congress, 231, 234 
pornography, 186, 187 
role, 182–83 

link 
definition, 98, 264 
directory, 151–52, 258 

link (continued) 
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email, 120, 131 
finding key sites, 156, 157, 159 
inappropriate content, 167–68 
web site, 144, 145, 159–61, 161 

List of Additional Software, 84, 86, 206. 
See also Family Forms Pack 

List of Online Activities, 66, 68, 72, 169, 
206, 209. See also Family Forms 
Pack 

List of Data Storage Devices, 86, 169, 
206. See also Family Forms 
Pack 

lurker, 193, 265 
 
mailing list, 64, 123, 131, 133–34, 265 
managing computer use 

computer setup, 50–60, 83, 207–8 
data, 85–86, 169 
ground rules, 206–7, 251 
online activities, 63–64, 73–74,  

86–87, 105–6, 161–62, 175–76, 
189–204 

paperwork, 205–6 
See also cookies; email; Family 

Forms Pack; inappropriate 
content; Internet use 
agreement; passwords; 
popups; privacy; security; user 
names 

math and science sites, 242–43 
media player, 34, 216–17, 265. See also 

iTunes 
medical and health sites, 243–44 
mouse, 32, 40, 266 
 
NASA, 95 
news and weather sites, 237–38 
 
 
office application suite, 40, 215, 267 
online access 

costs and requirements, 37–39 
libraries, 182, 183–184 
options, 35–36 
schools, 178–79. See also ISP; 

wireless network 
online bullying. See cyberbullying 
 
 
online publishing 

email address, 133 
personal information, 64–65 
See also copyright; cyberbullying; 

defamation; fair use;  
First Amendment; podcast 

online resources, 219–46 
online services 

administrative email, 123, 133–34 
filters, 169 
signing up, 64–68 
using online alias, 68–69 
See also blog; cookies; directory; 

chat room; email; file sharing; 
instant messaging; photo 
sharing; search; social 
networking; video; webcam 

online videos. See videos 
OpenOffice.org, 40, 213 
operating system, 33, 267.  

See also firewall; Windows; 
Windows Vista; Windows XP 

Outlook Express 
filters, 61–62, 136–37 
inbox display, 137–38 
signature files, 60 
See also email programs 

 
parents 

resources, 222–23 
role of, 23–24 
explaining decisions, 27 
values, 26, 27 
See also Internet use agreement 

parental controls. See filter; ground 
rules; inappropriate content 

password 
creating, 67–68 
fraudulent requests for, 71, 78 
Internet use agreement, 49 
managing, 68, 74, 115, 206 
online services, 65, 66 
parental access, 249 
security, 67–68, 73, 76, 77 
Windows XP, 59–60 
wireless connection, 56–57 
See also user name 

PDF, 33, 40, 214, 267 
phishing, 44, 267. See also fraudulent 

schemes 
photo sharing, 198–99, 246 
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photographs, 
child predators, 109, 112 
cyberbullying, 104, 107 
defamation, 100 
privacy, 73, 195 
satellite, 234 
social networking, 197 
See also Google Earth; Google 

Maps; photo organizer; photo 
sharing; Picasa 

photo organizer, 33, 268. See also photo 
sharing; Picasa 

photo sharing, 198–199, 246, 268 
Picasa, 216. See also photo sharing 
piracy, 101–2, 268. See also copyright 
podcast, 204–6, 268. See also audio and 

video entertainment; media 
software 

popup, 269 
advertising, 44, 45 
browser settings, 52, 53–54, 55–56, 

74 
fraudulent request, 71 
See also browser 

pornography 
accidental exposure, 97–98 
child predators, 110, 111 
cyberbullying, 139 
definition, 96, 255 
email, 99 
free speech, 95–96, 98 
libraries, 186, 187 
school computers, 179–80 
unwanted email, 139 
See also child pornography;  

First Amendment; obscene 
portable data storage 

accessing, 47 
data backup process, 85 
external hard drive, 31, 79–80 
inappropriate behavior, 165 
inappropriate content, 169 
malicious software, 61 
pornography, 110 
privacy, 44 
See also flash drive; List of Data 

Storage Devices 
 
presentation manager, 34, 213, 269.  

See also office application suite 

privacy 
advertising, 44–45 
advice to parents, 74 
browser setup, 50–56 
child predators, 113 
children and, 48–49 
cookies, 50–52, 53–54, 55 
data storage devices, 44 
email, 141 
family privacy rules, 48–49, 64–65 
filter, 61–62 
fraudulent schemes, 43–44, 70–72 
ground rules, 206–7, 251 
Internet use agreement, 247–50 
issues, 42, 47–48 
library, 186, 187 
malicious software, 61 
online alias, 68–69 
Outlook Express, 58, 61–62 
passwords, 66–68 
personal behavior, 46 
popups, 52, 53–54, 55–56 
recognizing problems, 73 
relationship to security, 76–77 
school Internet use, 179 
screen name, 65–66 
secrecy, 47–48 
sensitive data, 42–43 
threats to, 42, 43–46 
wireless network, 36, 56–57 
Seven Steps to Online Privacy,  

48–73 
software setup, 50–56, 58–61 
user names and screen names,  

65–66 
wireless network, 36, 56–57 
See also blog; chat room; file 

sharing; photo sharing; social 
networking; video; webcam 

public domain, 91, 92, 94, 95, 225–27, 
270 

 
reference resources online, 233–35 
router, 32, 55, 56, 271 
rule setting 

child predators, 115–16 
cyberbullying, 107–8 
email, 118–122, 125 

rule setting (continued) 
Internet use agreement, 247–51 
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libraries, 183–84 
child role, 24–25 
parent role, 23–24 
philosophy, 19–20 
privacy, 64–65 
schools, 178–179 
user names and screen names, 66 

 
scam, 44, 270 

See also fraudulent schemes 
school 

acceptable Internet use, 178–79 
advice, 181 
cyberbullying, 106 
email, 123, 128, 139 
fair use, 92, 94 
filters, 99, 166 
homework resources, 182, 238–39 
laptop use, 180 
online alias exception, 68–69 

screen name 
creating and managing, 65–66 
personal information, 73 
privacy, 191 
tracking, 68, 206, 251 
use by child, 65 

search 
advanced features, 149–50 
advice for using, 153 
choosing, 151 
data storage devices, 174 
defined, 147, 271 
displaying results, 151–152 
filters, 152, 166, 169, 183–84 
Google, 148–51 
hard drive, 174–75, 218 
inappropriate content, 165, 174 
key terms, 147 
library, 183–84 
limitations, 152 
online resources, 223–25 
refining, 150–51 
technique, 146–51 
within web sites, 145 
See also directory; key phrase;  

key site; keyword; search box 
search box, 149, 150, 151, 174, 271.  

See also search 
search engine resources, 223–25.  

See also search 

security 
activity review, 86, 209 
computer disposal, 83–84 
computer setup, 83 
data management, 85–86 
definition, 75–76 
fraudulent schemes, 79 
hardware and software, 79–80 
Internet use agreement, 82, 249 
issues, 76, 77–78 
key advice, 87–88 
key threats, 78–81 
online habits, 80–81 
online resources, 220–22 
recognizing problems, 86–87 
related information, 77 
related problems, 77–78 
relationship to privacy, 76–77 
Seven Steps to Online Security,  

81–86 
software management, 84–85,  

214–15 
See also firewall; fraudulent 

schemes; chat room; child 
predator; cookies; IM; 
malicious software; privacy; 
virus; webcam; wireless 
connection; Windows XP 

Seven Steps procedures 
controlling email, 132–41 
inappropriate content, 167–75 
online privacy, 48–73 
online security, 81–86 

service mark, 90, 92, 226, 271 
Shakespeare, 68, 94, 148, 239, 240 
signature block. See signature file 
signature file, 60, 271 
social networking, 194–95, 227, 272 
Social Security number, 43, 44, 71.  

See also identity theft 
software 

basic and optional, 33–34 
finding, 14 
free, 28, 34–35, 63, 211–18, 228, 229, 

260 
management, 15, 84–85 
privacy issues, 50–56 
 

software (continued) 
See also browser; chat room; file 
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sharing, filter; firewall; email; 
IM; malicious software; media 
player; office application suite; 
piracy; privacy; wireless 
connection 

spam, 130, 135, 140, 272 
spreadsheet 34, 40, 180.  

See also OpenOffice.org 
SSID, 56, 272 
 
telephone 

modem, 31 
online access, 35 
online alias, 69 
online predators, 116 
privacy, 45, 49, 60, 248 

 
unsolicited email. See unwanted email 
unwanted email 

categories, 130, 131–32 
controlling, 132–141 
filtering, 136–138 
identifying, 138 
responding to, 139–40 
sources, 131 
stopping, 141–42 
See also attachment; child predator; 

fraudulent schemes; 
inappropriate content; 
pornography; spam 

user name,  
child predators, 115 
ground rules, 206, 251 
Internet use agreement, 249 
managing, 65–66, 68, 74, 190 
privacy, 49, 64, 65, 73 
security, 76, 77 
wireless network, 56, 57 
 

video resources, 197–98, 245–46.  
See also copyright; media 
player; piracy; podcast; 
webcam 

virus 
privacy protection advice, 74 
recognizing security problems, 87 
security software, 214–15 

virus (continued) 

See also antivirus software; Firefox; 
firewall; Internet Explorer; 
malicious software; Outlook 
Express; spyware; Windows 
XP 

 
web site 

advertising, 44–45 
advice for using, 161 
copyright, 90, 91, 93 
fraudulent requests, 44, 70–71 
key sites, finding, 153–61 
malicious software, 61 
privacy, 65, 73 
resources, 219–246 
structure, 147–48 
types, 144–45 
See also cookies; copyright; fair use; 

free speech; inappropriate 
content; key site; search 

webcam, 78, 113, 115–16, 200–202, 275 
window, 17, 275 
Windows, 17, 50, 275 
Windows Explorer, 53, 55, 122, 173, 

174, 275 
Windows Vista, 38, 211, 213, 217 
Windows XP 

firewall, 59 
included software, 38, 211, 213, 217 
malicious software, 215 
password protection, 59 
privacy, 63 
Service Pack 2, 58 
software management, 84 
updating, 59 

wireless connection 
library access, 187 
definition, 276 
modem, 31 
router, 32 
schools, 180 
security, 36, 45, 56–57, 74, 207 
use by children, 36, 39 
wired connection, 36 

word processing. See word processor 
word processor, 34, 213, 276.  

See also office application suite 



 

SEND YOUR FEEDBACK 

No one book will ever answer all you questions or cover 
every situation, and this book is no exception. Your 
feedback is needed to help improve the next edition of 
this book, and to see how well this book helped you. You 
can contact me by mail, phone, or fax, and you can event 
go to the online feedback form to send your comments. 

 
• Mail: Send mail to Todd Curtis at Speedbrake 

Publishing, 24 Roy St., #302, Seattle WA 98109 
• Email: tcurtis@speedbrake.com 
• Phone: 206-300-8727 
• Fax: 978-926-8043 
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